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1. Introduction

RE31/RE41 are single chip reader IC for 13.56MHz RFID contactless standard protocols
including 1SO14443A/B, 1SO15693, Felica. The RE31/RE41 contain efficient power saving
modes: hard power down, soft power down, standby and receive power down mode.
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Figure 1-1 RE31/RE41 Development Kit

Silicon Craft Technology had developed RE31/RE41 Development Kit for trial and
evaluation. This development kit consists of RE31/RE41 boards, standard antenna and MCU
module.
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2. Getting Start

To operate RE31/RE41 Development Kit, System environment and software installation
are required per below:

2.1. System and Hardware requirements

e Computer : PC with USB Port

e Operating System : Window XP, Window 7, 8, 10

e Software Requirement : Hyper Terminal, Tera Term, Putty, MobaXterm, etc.
e Others : ISO14443A/B or ISO15693 Card or Tag.

2.2. Software setup

Serial communication configuration for RE31/RE41 Development Kit is required below:

e Serial Port : Select COM Port which match to USB to UART converter
e Baud Rate : 115200 bps

e Data : 8 bits

e Parity bit : None

e Stop bit : 1 bit
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2.2.2. Terminal Software (MobaXterm)
To interact with RE31/RE41 Development Kit, terminal is required for setup and
controlling. MobaXterm is used as a terminal software to communicate with RE/31RE41
Development Kit.

|
B MobaXterm — O x

Terminal  Sessions  View  Xsever Tools Gemes Settings  Macros Help

B % % 4 & 8 B Y B &8 & 0 X O

Session  Servers  Tools  Games  Sessons  View Spit  MulExec Tunnelng Packages Settings  Help Xserver  Exit
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&
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2 0 Start local terminal ¢* Recover previous sessions

g
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) Find existing session or server name...
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% Recent sessions
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Enable advanced features and enhance security with MobaXterm Professional Edition!

UNREGISTERED VERSION - Piease support MobaXterm by subscribing to the professional edition here: https:/jmobaxterm. mobatek.net

Figure 2-1 MobaXterm

2.2.3. Download and Install MobaXterm
1. Please download MobaXterm installation file via this link:

then, click the tab “Download” as shown in Figure 2-2.

B MobaXiem free Xserverandtat X 4 = x

3 C @ mobaxterm.mobateknet L~ »

wmobaxterm Demo Features Download Plugins Help  Contact f Buy
v

MobaXterm

Enhanced terminal for Windows with X11 server, tabbed SSH client, network tools and much more

3 :

Session settings

@ E X @ @ @ F @ o mE @ x

SSH  Telnet Rsh  Xdmcp RDP VNC FTP SFTP  Serial File Shell  Browser Mosh

_

© Cancel

Figure 2-2 MobaXterm Website

:) PROPRIETARY AND CONFIDENTIAL 9

<
) APPNOTE RE31/RE41 02, 2025
V1.0 Copyright © 2020 Silicon Craft Technology PLC


https://mobaxterm.mobatek.net/

RE31/RE41 Development Kit
Getting Start Command Line user manual

2. At download page, click at “Download now” to go to home edition download page as
shown in Figure 2-3.

¢l MobaXterm Xserver with SSH, te %+

= O 8 https://mobaxterm.mobatek.net,

!Mohaxterm Home Demo Features Downlc Plugins Help Contact f w

Home Edition Professional Edition

Free $69 / 49€ per user*

* Excluding tax. Yolume discounts avaliable
Full X server and SSH support

Remote desktop (RDP, VNC, Xdmep)
Remote terminal (SSH, telnet, rlogin, Mosh)
X11-Forwarding
Automatic SFTP browser
Master password protection

Every feature from Home Edition +
Customize your startup message and logo
Modify your profile script
Remove unwanted games, screensaver or toals
Unlimited number of sessions

Unlimited number of tunnels and macros

Plugins support
Portable and installer versions
Full documentation Unlimited run time for network daemons

Max. 12 sessions
Max. 2 SSH tunnels 12-months updates included

Enhanced security settings

Max. 4 macros Deployment insida company

Max. 360 seconds for Tftp, Nfs and Cron

P corm s

Lifetime right to use

Figure 2-3 MobaXterm Download Page

3. At Home Edition download page, click at “MobaXterm Home Edition v20.2 (Installer
Edition)” to download the installer as shown in Figure 2-4.

Xserver with SSH, =+

I https://mobaxterm.mobatek.net

Plugins Help Contact  f =

!Mubax:erm Home Demo Features Dow

MobaXterm Home Edition

Download MobaXterm Home Edition (current version):

& MobaXterm Home Edition v20.2 [ MobaXterm Home Edition v20.2
(Portable edition) (Installer edition)

m Installer v20.1

Download previous stable version:  Mob:

You can also get early access o the latest features and improvements by downloading MobaXterm Preview version

MobaXterm Preview Version

rm terms and conditions

By downioading MobaXterm software, you accept Mot

You can download MobaXterm and plugins sources here

ional Edition: your iption will

MobaXterm Pr

If you use MobaXterm inside your company, you should consider ibing to
give you access to professional support and to the "Customizer” software. This customizer will allow you to generate personalized

versions of MobaXterm including your own logo, your default settings and your welcome message.
Please contact us for more information

Figure 2-4 MobaXterm Home Edition Download Page
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4. When the download is complete, extract the installer.

5. Inside the extracted folder, double click at “MobaXterm_installer_20.2.msi" to begin
installation.

6. The installation window will pop up, click “Next” as shown in Figure 2-5.

5 MobaXterm Setup — >

Welcome to the MobaXterm Setup Wizard

The Setup Wizard will install MobaXternm on your computer,
Click Mext to continue or Cancel to exit the Setup Wizard.

Copyright Mobatek http://mobaxterm.mobatek.net
-

Figure 2-5 MobaXterm Installation Window

7. At End-User License Agreement page, select the accept box and then click “Next".

8. The window will prompt for installation folder destination. Select the path to install the
program then click “Next".

9. Click “Install” to begin installation.

10. Click “"Finish” when the installation is completed.

2.2.4. Connect PC

In order to communicate with the reader, a serial connection must be initialized. The
steps below describe how to properly connect the reader with a PC.

1. Connect the reader to PC using a micro USB cable.
2. Open MobaXterm.
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3. On the menu bar at the top left of the program, click at “Session” to create a new
session.
B MobaXterm
Terminal  Sessions  View  Xserver Tools Games Settings Macros Help
L3 £ — e
E % % & A B B ¥V B &8 ¥ 0
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help
Quick connect... O o
'-: User sessions
« D
w
=
2
F
3
Figure 2-6 MobaXterm Create new Session
The program will pop up a new window called “Session settings”, click on “Serial” to set
up a new serial monitor.
m
E ok % s ok B EE 5 P 0 X ©
Session Servers Toals Games SESS‘DWSESS\:-;EM:\HQ;_“ P = x X server Exit
Quick connect.. 1 | @
« [T user sessions = @ @ @ R - @ = Q

SSH  Telnet Rsh  Xdmcp  RDP VNC FTRP SFTP  Serial File Shell  Browser Mosh Aws 83

% Tools

™ Macros

&)

& ok © cancel

UNREGISTERED VERSION - Please support MobalXterm by subscribing to the professional edition here: https:/jmobaxterm.mobatek net

tm 7)) ENG 1345 B

Figure 2-7 Session Setting

Figure 2-8, under the tab “Basic Serial settings”, click at the drop-down menu “Serial
port” to select a port to connect. If the reader is already connected with the PC then the

correspondent port number should be automatically shown up here. Otherwise, try
restarting MobaXterm.
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6. Click at the drop-down menu “Speed (bps)”, select “115200” and then click OK to start
session.

B MobaXterm

- %
Terminal  Sessions  View  Xsewer Tools Games Settings  Macros Help
B % % o= x E B Y B 8 5 e X ©
Session  Servers  Tools  Games  Sesson e~ B e R Nserver  Exit
Quick connect... 4 @
e @ N 2w e ¥ D W @ x
- SSH  Telnet Rsh  Xdmep  RDP VNC FTP SFTP | Serial File Shell  Browser Mosh Aws S3
H
&
¥ Basic Serial settings

0

2 Serial port *| COM3 _(STMicroslectronics STLink Virtual COI Speed (bps) *[ 115200

'

g s¥ Advanced Serial setings [l Terminal setiings Bookmark setlings
=
7

Serial (COM) session \\

OK © cancel

VERSION - Please support MobaXterm by subscribing to the edition here: https: batek.net

A @ tm 7z ) NG 1351 B

Figure 2-8 Basic Serial setting

7. Press enter to check SIC Command Line interface that start with “SIC CLI>".

B COM3 (STMicroelectronics STLink Virtual COM Port (COM3)) — a *

Terminal ~ Sessions  View  Xserver Tools Games Settings  Macros  Help

@ % % s ok ®E Y e e X ©
Session  Servers Toals Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit

ct... ol ¥ coM croslectronics &

s User sessions

~
AN COM3 (STMicroelectranics ¢

5 2 coms (use-sERIAL CH340

F

3

P

o

g

&

w

e

5

2

=

¢

£ >

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: htips: /fmobaxterm. mobatek. net

Figure 2-9 Successfully Created Serial Session
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2.3. Hardware setup
Refer to Figure 2-10, please follow below steps:

1. Connect RE31/RE41 Development kit with mini USB cable to PC,
2. Open software and set up according to section_2.2.
3. Push RESET button on the left to initial hardware.

<]

Figure 2-10 USB connection
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3. Command Line

RE31/RE41 Development Kit are controlled via command line through serial
communication port to operate all functions of RE31/RE41 IC. There are 2 groups of command
line as below.

1. Basic Command
2. Complex Command

3.1. Basic Command
Basic commands are the command for RE31/RE41 Development Kit setup reader and read
UID of tag.

Help command to show all available commands for RE31/RE41 Development Kit.

C: List avallable commands
Print out device informations
Command for reading and writing register on RE41
Control RF field of reader
Command for IS014443A tag type
Command for IS014443B tag type

command for IS015693 tag type
Command for FELICA tag type
Read Tag's UID (IS01443a, IS014443B, IS015693, FELICA)
Combo command for reading/writing tag mifare type
C: Combo command for reading/writing tag 2 type

<command> -h for showing the argument of each command

Figure 3-1 Help Command

This command is for showing the information of RE31/RE41 Development Kit, MCU
model and firmware version.

SIC-CLI> info

MCU: STM32L412KE

RE41 revision: BF (RE41 CODE2)

Purpose: This firmware 1s RE41 DevKit board
Firmware version : 4.2.8

]34

Figure 3-2 Hardware and firmware information
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This command is for reading and writing register from RE31/RE41 IC. All operation of
read and write command are shown in Table 3-1. All inputs and display values are Hexadecimal
format.

Table 3-1 List of read and write register

Command Input Data Description

reg -h - Display all options of “reg”
command.

reg -rd <address (HEX)> Read register of section 0.

-all Read value from all registers in
RE31/RE41 IC

reg -wr <address (HEX)> <data (HEX)> Write register value in defined
address at section 0 only.

-default Reset all register value to be
default.

Example of “reg” command to read specific register is shown as Figure 3-3.

SIC-CLI> reg -rd 14

ADDR[HEX]: 14, wAL[HEX]:19
0K

Figure 3-3 Example read register command

This command is to control carrier frequency from RE31/RE41 Development Kit to turn
ON, turn OFF and reset RF field with fixed time (OFF RF for 6 ms and then turn ON RF).

Table 3-2 List of RF command

Command Input Data Description

rf -h -

rf -on - Turn on carrier frequency of RE31/RE41 Development
Kit

rf -off - Turn off carrier frequency of RE31/RE41 Development
Kit

rf -reset - Turn off carrier frequency of RE31/RE41 Development
Kit for 6 ms and then turn on.
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This command is for scanning tag and getting tag UID of all card type: ISO14443A,
ISO14443B and ISO15693. Table 3-3 is shown operation of scan command.

Table 3-3 List of scan command

Command Input Data Description

scan -h - Display all options of “scan” command.

scan - - Use for scanning tag for ISO1443A/B, ISO15693 or
Felica. The scan loop will stop when the reader can
read a tag.

scan -f - Use for scanning tag for ISO1443A/B, ISO15693 or

Felica as loop scanning.

Figure 3-4 shows result of scan - command when RE31/RE41 Development Kit detect a tag.

SIC-CLT> scan -1
Loop running start...

0K

Scanning
Scanning
Scanning
Scanning
Scanning
Scanning
Scanning
Scanning
Scanning
Scanning
Scanning
Scanning

REQC :NFCI
REQC:NFCID:

(1]4

a

D:

Tag
Tag
Tag
Tag
Tag
Tag
Tag
Tag
Tag
Tag
Tag
Tag

150144434
150144438
15015693
FELICA
150144434
150144438
IS015693
FELICA

I

811660A168C11BA416
01100A10C11BA416
Stop loop running

Figure 3-4 Example scan command
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3.2. Complex Command

Set of command to communicate with 1ISO14443A tag as standard command and
specific command in transparent mode which selectable with or without CRC.

Table 3-3 List of ISO14443A command

Command Input Data Description
a-h - Display all options of ISO14443A command
a -setup - Set up RE31/RE41 register for ISO14443A standard
a -wupa - ISO14443A wake up command
a -reqga - ISO14443A request command
a -halta - ISO14443A halt command
a -anticol <level 1- 3> ISO14443A Anti-collision command with cascade
level
a -sel <level 1- 3> ISO14443A Select command with cascade level
a -getuid - Combo command to get tag UID
a -trans -crc <data in HEX> Transparent command with CRC
a -trans - <data in HEX> Transparent command without CRC
nocrc

SIC-CLI> a -getuid

I51001CA2ZED

Figure 3-5 Example ISO14443A command

Set of command to communicate with ISO14443B tag as standard command and
specific command in transparent mode which selectable with or without CRC.

Table 3-4 List of ISO14443B command

Command Input Data Description

b -h Display all options of ISO14443B command

b -setup Set up RE31/RE41 register for ISO14443B standard

b -regb ISO14443B request command

b -wupb ISO14443B wake up command

b -attrib <PUPI 4 bytes> ISO14443B ATTRIB command

b -halt <PUPI 4 bytes> ISO14443B halt command

b -trans -crc <data in HEX> Transparent command with CRC

b -trans -nocrc | <data in HEX> Transparent command without CRC
PROPRIETARY AND CONFIDENTIAL 18
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Set of command to communicate with I1ISO15693 tag as standard command and
specific command in transparent mode which selectable with or without CRC.

Table 3-5 List of ISO15693 command

Command Input Data Description
v -h Display all options of ISO15693 command
v -setup Set up RE31/RE41 register for ISO15693
standard
v -inv1 <AFI, 00 for all families> ISO15693 Inventory 1 slot command
v -inv16 <AFl, 00 for all families> ISO15693 Inventory 16 slot command
v -quiet <UID> ISO15693 quiet command
v -rd <address in HEX> <UID, 00 for | Read ISO15693 tag memory
optional>
v -wr <address in HEX> <data in Write ISO15693 tag memory
HEX> <UID, 00 for optional >
v -trans -crc <data in HEX> Transparent command with CRC

v -trans -nocrc

<data in HEX>

Transparent command without CRC

V1.0

SIC-CLI= v -setup
0K

Figure 3-6 Example ISO15693 command
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Set of command to communicate with Felica tag as standard command and specific
command in transparent mode which selectable with or without CRC.

Table 3-7 List of Felica command

HEX> <blockNum in DEC>
<blockData 32-bytes in ASCII-
HEX>

Command Input Data Description
f-h Display all options of Felica command
f -setup Set up RE41 register for Felica standard
f-reqc <SLOT (1, 2,4, 8, 16)> Felica request command with specified
the number of slot
f-read <NFCID2 16-bytes in ASCII- Felica read without encryption
HEX> <blockNum in DEC>
f -write <NFCID2 16-bytes in ASCII- Felica write without encryption

SIC-CLI> f

-read 012e44a7a50fbas8 6

1DO7012E44A7AS0FBAS800000100000000000000000000000000000000

LEN: 1D

Response Code: 07

NFCID2:

012E44A7AS0OFBASS

Status Flagl: 00
Status Flag2:
Number of block: 01
Block Data:

0K

SIC-CLI> f

0000000000000000000000000000C000

OCOS012E44A7AS0FBAS80000

LEN: OC

Response Code: 09

NFCID2:

012E44A7AS0FBASS

Status Flagl: 00
Status Flag2: 00

0K

-write 012e44a7a50fba58 6 30313233343536373839414243444546

Figure 3-7 Example Felica command
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Specific command for Mifare card is available as Table 3-8 both of read and write with
encryption key.

Table 3-6 List of Mifare command

Command Input Data Description
mifare -h - Display all options of mifare command
mifare -cread <ka, kb> <KeyValue> Mifare card read command with selectable key
<Block no. in DEC> type. This command is require encryption key and

destination block to read data.

mifare -cwrite | <ka, kb> <KeyValue> Mifare card write command with selectable key
<Block no. in DEC> type. This command is require encryption key and
<DataValue in HEX> destination block to read data.

Table 3-9 is shown standard command for NFC Tag 2 Type as read 16 bytes data and
write 4 bytes data per block.

Table 3-7 List of Tag 2 Type command

Command Input Data Description

Display all options of t2t command (Tag 2

t2t -h -
Type)

t2t -rd <block address HEX> Read block command, response data is 16
bytes

t2t -wr <block address HEX> <data in Write block command with data 4

HEX> bytes/block
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MCU Part
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RE31/RE41 Part
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5. Update Firmware

5.1.

Software
To update new firmware of RE31/RE41 Development Kit, STM32 ST-LINK Utility is

required. Software installer can download via this link: https://www.st.com/en/development-
tools/stsw-link004.html

5.2.

oA wWN =

B STM32 ST-LINK Utility - a x
File Edit View Target ST-LINK External Loader Help

Hd Ll B

Memory display Device

Address: [ 0x08000000 v | Sizei | 0xFAOB Data Width: | 32bits

Device Memory  File : fin_stm32412_ra12._hal.bin LiveUpdate
Device Memary

| Disconnectzd [Deviee 1Dt ——— JCare State : o Memory Loaded

Figure 5-1 STM32 ST-LINK Utility software

Instruction

Open STM32 ST-LINK Utility software

Connect RE31/RE41 Development kit to PC

Click "Target” and then select “Connect”

Click “Target” and then select "Program and Verify"
Select target file (.bin, .hex, s19)

Click "Start” to update the new firmware to target MCU.
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Start address | 0x08000000

File path |C:\USers\ztrixack\Downloads\SIE_HFF!eader_Lib_F're-F!e Browse
Extra options

[]5kip Flash Erase []5kip Flash Protection verification
Yerification

(®) Werify while programming (O Werify after programming

Click "Start"" to program target.

After programming
Feset after programming [ Full Flash memary Checksum

Start Cancel

Figure 5-2 Window for update the firmware
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6. Test Mode

To enter test mode, the user must activate user button (BT2) while RE31/RE41
Development Kit are in initial process or after push reset button (BT1) within 5 seconds.

There are 3 steps to check RE31/RE41 Development functional per below:
1. Board Information:

RE31/RE41 Development Kit Information will be shown after user button is pushed
and successful entering to test mode refer to Figure 6-1.

F'E-Il with STM32L412-Lw: CLI
RE41 Test Mode

REVISION: BF (RE41 CODE2)
SERIAL NUMBER: 881E8015 38405807 20373543

Figure 6-1 RE31/RE41 Development Kit Information
2. Testing RF Field:

RE31/RE41 Development Kit will turn on RF for 5 seconds.

The RF 1s turned on fcr 5 seconds
Please place an LED coil...

The RF 15 turned off

Figure 6-2 RE31/RE41 turn on RF for 5 seconds
3. Reading Standard Tag:

All standard tag should be placed and read UID out with this sequence: ISO14443A,
1SO14443B, 1ISO15693 and Felica.
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7. Product and Documentation Support

For more information of the SIC products, tools, and support that are available to help
your development, please visit

7.1. Notation

The register definition is shown in Figure 7-1.

A-0xBB.C

]

BB:Address Hex

A:Register Page ‘ C:Bit location MSB-L5B

Figure 7-1 Register Definition
Styles and Fonts for key words

This part defines styles and fonts used for the key words throughout this document.
The key words are names of signal, register and pin. The styles, fonts and their indications
are shown in Table 7-1.

Table 7-1 Styles and Fonts for keywords

Symbol Indication

Signal Signal name

Register Register name or Bit name

pin RX Pin name

“State of Operation” State of operation

Command Command name in register 0x01 sector 0

To refer to a register address, a hexadecimal number proceeding with “0Ox" is used, for
example 0x05 refer to a register address 0x05.

To refer to a bit located in a register address, a symbol “." following by a number
reflecting the bit location starting from 0 to 7 is used. For example, 0x05.2 refers to bit 7, MSB,
in the register address 0x05.

To refer to a set of consecutive bits located in a register address, a format “.[MSB:LSB]"
is used after a register address . For example, a value of 0x05.[3:0] refers to bit 3, 2, 1 and 0 in
the register 0x05.

To refer to a binary value in some registers, the letter "b" is placed at the end of binary
number. For an example “0101b".

To refer to logic level, the number in single quote 1" and ‘0" are used to refer to binary
logic level.
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7.2. Tools and Software

- Development Kit and Reference Design

s$83
777 [ 5V Use | on o]
(121 [33V_- | off on]
O
[ Oﬂ

ilicon craft

Figure 7-2 RE31/RE41 Development Kit and reference design
7.3. Documentation Support

Datasheet and Factsheet

- RE31/RE41 Data Sheet

- RE31/RE41 Fact Sheet

7.4. Contact Information
Tel: +66 2 589 9991
Fax: +66 2 589 8881

Email: info@sic.co.th
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8. Legal Information

8.1. Disclaimer

- The information described herein is subject to change without notice.

- Although the IC contains a static electricity protection circuit, static electricity or voltage that
exceeds the limit of the protection circuit should not be applied.

- SIC assumes no responsibility for how this IC is used in products created using this IC or for
the specifications of that product, nor does SIC. Assume any responsibility for any infringement
of patents or copyrights by-products that include this IC either in Thailand or in other
countries.

- SIC is not responsible for any problems caused by circuits or diagrams described herein
whose related industrial properties, patents, or other rights belong to third parties. The
application circuit examples explain typical applications of the products and do not guarantee
the success of any specific mass-production design.

- The use of the information described herein for other purposes and/or reproduction or
copying without the express permission of SIC is strictly prohibited.

- The products described herein cannot be used as part of any device or equipment affecting
the human body, such as exercise equipment, medical equipment, security systems, gas
equipment, or any apparatus installed in airplanes and other vehicles, without prior written
permission of SIC.

- Although SIC exerts the greatest possible effort to ensure high quality and reliability, the
failure or malfunction of semiconductor products may occur. The user of these products
should, therefore, give thorough consideration to safety design, including redundancy, fire-
prevention measures, and malfunction prevention, to prevent any accidents, fires, or
community damage that may ensue.
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