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Features Summary

NFC-Forum Type 2 tag with 816-byte user memory and AES128

SIC43S1 is a passive NFC-Forum Type 2 tag, which is fully compliance with ISO14443A. It is
equipped with 816-byte user memory, which is configured to be compatible with dynamic NDEF
format. It is also equipped with AES-128 (Advanced Encryption Standard) for secure
authentication and data encryption. The chip is suitable for a smart label application that requires

product authentication.

Highlight Features

« NFC forum type 2 tag
« Dynamic NDEF message which contains
UID and a secure rolling code called
Smart Authenticated Code (SAC)
« Three modes of AES128-based security
o NDEF authentication - CMAC or
OCB mode
o Mutual Authentication
o  Encrypted communication

Memory

« 816-byte user memory

« EEPROM organization enabling NDEF
TLV messages

« EEPROM erase/write cycle up to
100,000 times

« EEPROM memory retention up to 10
years

Operating Conditions

» 13.56MHz operating radio frequency
« Operating temperature from -40 to
85°C

Applications

« Sticker and label
« Smart packaging
« Vouchers and coupons
« Product authentication

Interfaces and Peripherals
« RF interface based on ISO14443A, 106
kbps data rate

« True anti-collision
« On-chip capacitance 50 pF

Packages

« Die-On-Wafer with Au-Bump
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Revision History
Revision Date Description
1.2 1 Apr 2020 Content Update
1.3 24 Feb 2022 Content Update
1.4 16 Nov 2023 Content Update

Change/Update/Comment

Change template

Add detail about each mode of AES-128
Remove tamper content

Update Product part No.

Update new product code
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Ordering Information

NDEF
Part No. authen Description
mode

SIC43S1-01, NFC-Forum Type 2 tag with
PS1BDC60A30UTS102R6 CMAC  816-byte and AES128 security, CMAC
mode DOWTB, Wafer ring, Dice

SIC43S1-01, NFC-Forum Type 2 tag with
PS1BDCE60OA30UTSTP1IR6 CMAC  816-byte, AES128 security, CMAC mode
Personalization memory

Remark
OCB Mode in NDEF Authentication is also available upon request.

Remark

Wafer ring 380mm
with UV sheet,
6mils, Au Bump

Wafer ring 380mm
with UV sheet,
6mils, Au Bump

The information herein is for product information purpose. While the contents in this publication has been carefully
checked; no responsibility, however, is assumed for inaccuracies. Silicon Craft Technology PLC. reserves the right
to make changes to the products contained in this publication in order to improve design, performance or reliability.
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General Description
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SIC43S1is a passive NFC-Forum type 2 tag with 3 main features.

1. Dynamic NDEF Authentication

SICA351 Android

Reguest, Anticollision, Select, Halt

Server

150144438
Anticollision

Read NDEF data

..‘ Rezd

NDEF

= data

Figure 1-A SIC43S1 Dynamic NDEF Authentication process in OCB mode
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SIC4351 Android Sarver
]
Request, Anticollision, Select, Halt o~
Anticollision
Read NDEF data
..‘ Rezd
MDEF
= data (32Char)
URL, UID, TF, TS, E{Key, T5)
{14Char) [BChar)
P |- verifyRLC
www.sic.co.th) - Decrypt UDATA
HUND=ED391122338455%6TF=""%T5=00000136
YRLC=D7BSEEASCOFDEEI333ADMOTASBDTICI2
Figure 2-B SIC43S1 Dynamic NDEF Authentication process in CMAC mode
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2. Mutual Authentication

sica3si Android Server

Request, Anticollision, Select, Halt

1S014443A
Anticollision
SEr Start Authen
Authen >
Generate
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Challengel Challengel
- -
Generate
Responsel
Responsel + Challenge2 Responsel + Challenge2
- Check Responsel
- Generate Response2
Response2 + E(SessionKey) Response2 + E(SessionKey)
- =]
- Verify Response2
- Decrypt SessionKey
ACK/NACK ACK/NACK
_a _a
Figure 3 SIC43S1 Mutual Authentication process
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3. Encrypted Communication

5IC4351

-

Android Server

After Mutual Authen Passed

SessionKey Send session key to

mabile phone

[Secure Channel]

Encrypt
Commandl

E({Command1)

- Decrypt Command1
- Encrypt Responsel

E(Responsel)

«

>

Decrypt
Responsel

Encrypt
Command2

E({Command2)

- Decrypt Command2
- Encrypt Response2

E(Response2)

>

Decrypt
Response2

Figure 4 SIC43S1 Encrypted communication process
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